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Importacion de la cadena de
certificacion del grupo PSA Peugeot
Citroén en Adobe Reader

1. ¢Por qué importar la cadena de certificacion del Grupo PSA Peugeot
Citroén en Adobe Reader?

La firma electronica que aparece en un documento en formato PDF permite garantizar la
integridad de los datos y autentificar el emisor.

La importaciéon de la cadena de certificacion en Adobe Reader permite verificar la validez
de la firma de los documentos PDF o FDF firmados con un certificado emitido por una de
las Autoridades de Certificacion del Grupo PSA Peugeot Citroén.

2. Importar la cadena de certificacion del Grupo PSA Peugeot Citroén
en Adobe Reader

Data Exchange File - Impork

El boton que permite iniciar

el procedimiento de You have opened an Scrobat FOF Data Exchange File containing the following data:
importacion figura al final de Contact Information
este capitulo. ~Sender
Marme:  Infrastructure de Securite des Systeres d Information

Al aparecer la siguiente Ermail Address:  signature@rmpsa.com
ventana cliquear en el botén: Signature
“_Agregar los contactos a la Signature validity s UNKNGWH, e
lista de identidades LI
aprobadas”

- Contents

The file you have opened contains Contact information for 4 people, Contact
information includes certificates that, once trusted, can be used to walidate
signatures from and encrypt docurments for the associated Contact,

P54 Peugeot Citroen Racine

P54 Peugeot Citroen C4

P54 Peugeot Citroen C2 Partners
P54 Peugeot Citroen C2

Before adding these contacts, you should werify that they are authentic, If

ey corme from a trusted source, you might choose to accept the level of
tthe sender has specified, Ctheraize, wou will be prompted to

(dually verify each contact as you add it into your list of trusted

iderties,
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Add Contacts to List of Trusted [dentities.., | Close |
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Choose Contacts to Impork ﬂ

En Ia SIQUIente ventana en Ia This dialog will allow ywou to select contacts to import into your trusted identities, You can also set the
zona nCertiﬁcadosn trust for any certificates associated with the contacts being imported,

seleccionar "PSA Peugeot [ e
Citroén Racine" Mame Ermail I Remowve |
Elpsa, Peugeot Citroen Racine

“El PS8, Peugeat Citroen C4

34 Peugeot Citroen C2 Partners

34 Peugeot Citroen C2

- Certificates

This list displays the certificates associated with the currently selected contact,

. . .z \ Subject L E Details ...
Cliquear a continuacién en n. S : i =

"Aprobar..."

Trust ...

Import Contact Settings il

En la siguiente ventana . .

marcar el casillero "Utilizar
este certificado como raiz
aprobada” y "Documentos
certificados"

Subject: P34 Peugeot Citroen Racine
Issuerr P52 Peugeot Citroen Racine
Usage:  Sign transaction, Sign document, Sign certificate (CA&), Sign CRL

Expiration: 3171272025 16:00:00

Trust |

A certificate used to sigh a docurnent must be a trusted root or be issued by a trusted
rootin order for signature walidation to succeed, Rewocation checking is not performed
\ on or abowve a trusted root,

| ¥ Use this certificate as a trusted root

If signature walidation succeeds, trust this certificate for

¥ Signed docurments or data
| ¥ Certified documentsi

" Dynamic content

H n n
Va“dar con OK \ " Embedded high privilege JavaScript
| | Privileged systern operations (netwearking, printing, file access, etc.)

Certificate Details.., |
Help | Cancel |
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Choose Contacts to Import 5[

This dialog will allow you to select contacts to import into wour trusted identities, You can also setthe

Al I’eg resar a Ia ventana trust for amy certificates associated with the contacts being irmported,
anterior cliquear €N Contacts

Importar Marme Ernail | Rernove |

Elpsa, Peugeot Citroen Racine
Elpsa, Peugeot Citroen C4
P5A Peugect Citroen C2 Partners

Elpsa, Peugeot Citroen C2

Dietails ...

Trust .. |

| Import I Cancel

La siguiente ventana indica Impart details:
que lOS dlfe rentes 1issuer certificate(s) imported,

certificados que componen Lissuer certificate(s) imparted,
|a Cadena fueron importadOS 1issuer certificate(s) imported,

' Lissuer certificate(s) imported,
Cliquear en "OK" para
terminar el procedimiento de
importacion.

\4

o ]

Iniciar el procedimiento de importacion de la
cadena de Autoridades de Certificacion

2.1 Verificacién de la importacion de la cadena de certificacion en Adobe Reader

Ya sea cliqgueando nuevamente en el boton mas arriba para reiniciar la importacion de la
cadena de Autoridades de Certificacion. En la primera ventana que aparece en el campo
"Firma" ahora debe aparecer "La firma es valida":

r Sender

Marne:  Infrastructure de Securite des Systermes d Information

Ermail &ddress:  signature@rmpsa.com

Signature

Signature is VALID, signed by

. Signature Properties.., |
Infrastructure de Securite des g P

El boton "Propiedades de la firma..." permite obtener los detalles de la validacion.
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O cligueando en la solapa ]
luego
efectuar un clic con el botén
"Certificado por

de Adobe Reader
derecho en

..." luego "Validar la firma".

Una ventana precisa el estado

de validacion de la firmay el
icono "Certificado por ..."
cambio de estado.

=] '7‘!"_ Certified by Infrastructure de Securite des Systemes d Information;

Only form fill-in, signing and page adding actions are :| Walidate Signature

Signature walidity is unknown: e Sheres) Mt

Document has not been modified since itwas certif

Signer's identity is unknown because it has not beer Shaw Signaturs Praperties. . s

Legal Matice. ..

Sighature dateftirne are from the clock on the signe

El ¥ Certified by Infrastructure de Securite des Systemes d Information
Only forrm fill-in, signing and page adding actions are allowed
Valid certified Document:
Document has not been modified since itwas certified
Signed by the current user

Signature dateftirme are from the clock onthe signer's computer,
Signature Yalidation Stak

g Daocurnent certification is walid, signed by Infrastructure de Securite des Systernes
ﬁ d Infarmation,

- The Docurnent has not been modified since it was certified,

- The docurment is signed by the current user,

Legal Motice.., | Sighature Eroperties.., | Close |

2.2 Verificar cuales son los certificados o cadenas de Certificacion instalados en

Adobe Reader

En Adobe Reader en el
menu "Documento”
seleccionar "Administrar las
identidades aprobadas”

En la siguiente ventana en
el menu "Visualizar"

seleccionar "Certificados” —>| Display: | Certificates

Es posible entonces para
cada certificado:
e Modificar o verificar el
nivel de aprobacion
e Eliminar un certificado

Como recordatorio solo el
certificado "PSA Peugeot
Citroen Racine" debe tener
los casilleros para tildar
"Utilizar este certificado
como raiz aprobada" vy
"Documentos certificados"
tildados.

A~ Adobe Reader

File Edit “Wigw m Tools  Window  Help
A gign ,
L-l.‘i Securiby L4
Security Sektings. ..

Manage Trusted Identities. ..

Change Accessibility Reading Options. .. Shift+Chrl+]

Accessibility Quick Check Shift+CErHMinus

Manage Trusted Identities x|
=

Mame Issuer I Expires Add Contacts... |
584 Peugeot Citroen Racine PSA Peugeot Citro.,,  2025.1%
58 Peugeot Citroen C4 P& Peugect Citro., 202512 Request Contact.. |
58, Peugeot Citroen C2 Partners P54 Peugeot Citro..,  2025.12
AP3A Peugeot Citroen C2 P34 Peugeot Citro.,  2025.1:
[ pdobe Root Ca, Adobe Root CA 2023.07
Edit: Trust... |
Export., |
Welete |
[ s Graup... |
4 3
I | —I Show Certificate... |

Help | Close |
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