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Importing the
PSA Peugeot Citroén Group'’s
Certificate Chain
Into Adobe Reader

1. Why to import the PSA Peugeot Citroén Group’s Certificate Chain
into Adobe Reader ?

The electronic signature applied to a PDF format document guarantees the data integrity
and authenticates the Signer.

The import of the Certificate Chain into Adobe Reader helps to verify the signature validity
of PDF or FDF documents signed with a certificate issued by one of the PSA Peugeot
Citroén Group’s Certification Authorities.

2. Importing the PSA Peugeot Citroén Group’s Certification into Adobe
Reader

The bUtton for Startlng the You have opened an &crobat FDF Data Exchange File containing the following data:
import procedure displays at

the bottom of this section.

Contact Information

Sender

Marme:  Infrastructure de Securite des Systeres d Information

On display of the following
window, click on the "Add
Contacts to List of Trusted signature
|dentities" button. Signature validity is UNENOWWH,

Ernail Address:  signature@mpsa.com

- Contents

The file you have opened contains Contact information for 4 people, Contact
information includes certificates that, once trusted, can be used to walidate
signatures from and encrypt docurments for the associated Contact,

P54 Peugeot Citroen Racine

P54 Peugeot Citroen C4

P54 Peugeot Citroen C2 Partners
P54 Peugeot Citroen C2

efore adding these contacts, you should werify that they are authentic, If
tNey corme from a trusted source, you might choose to accept the level of
truN; the sender has specified, Othenvise, wouwill be prompted to
indisNdually verify each contact as you add it into ywour list of trusted
identiths,
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Add Contacts to List of Trusted [dentities.., | Close |
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From the f0|IOW|ng W|nd0W Of This dialog will allow you to select cantacts to impart into your trusted identities, You can also set the
" . "o trust for any certificates associated with the contacts being imported.

the "Certificates" field, select

"PSA Peugeot Citroén Root"

- Contacts

Marme | Ermail | Rernowe |

Elpsa Peugeot Citroen Racine
Elpsa Peugeot Citroen C4

PSA Peugeot Citroen C2 Partners
ZEPES Peugeot Citroen C2

-~ Certificates

This list displays the certificates associated with the currently selected contact,

R

Details ...

Then click on "Trust..."

Trust ..,

e

4| | i

Help | Import I Cancel

Impork Contact Settings il

From the following window, Crtenis Bl
SeleCt the “Use th|S Subject: PE& Peugeot Citroen Racine
certificate as a trusted root"
and "Certified Documents"
check boxes.

Issuer: PS4 Peugeot Citroen Racine
Usage: Sign transaction, Sign document, Sign certificate (CA), Sign CRL

Expiration:  31/12/2025 16:00:00

Trust |

& certificate used to sign a document must be a trusted root or be issued by a trusted
root in order for sighature validation to succeed, Revocation checking is not performed
\ on or above a trusted root,

| W Use this certificate as a trusted root

If signature walidation succeeds, trust this certificate for:
¥ | Sigried docurments or data
| W Lertified documentsl
H H n n
Validate with "OK ™ Dymamic content
™ Embedded high privilege JavaScript

| 1 Privileged systern operations (netwearking, printing, file access, ete,)

Certificate Details.., |
| e
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Back to the previous window, x|
click on "Import"

This dialog will allow you to select contacts to import into wour trusted identities, You can also setthe
trust for any certificates associated with the contacts being imported,

- Contacts

Mame Ermnail I Rermoue |

Elpsa, Peugeot Citroen Racine
Elpsa, Peugeot Citroen C4

P5A Peugect Citroen C2 Partners
Elpsa, Peugeot Citroen C2

- Certificates
This list displays the cOxificates associated with the currently selected contact.

Dietails ...

Trust .. |

Cancel

The fo”owing window
indicates that the multiple Import details:
Cert_lflcates InC|Ud_ed n the 1issuer certificate(s) imported,
Cha|n have been |mp0rted. 1issuer certificate(s) imported,

1issuer certificate(s) imported,
ClICk on "OK" tO f|n|sh the Lissuer certificate(s) imported,

import procedure.  »

Start the import procedure of
the Certification Authorities chain

2.1 Verifying the Certificate Chain import into Adobe Reader

Either, click on the above button to import again the Certification Authorities chain. The
first window of the "Signature" field must now display "Signature is valid™:

r Sender
Marme:  Infrastructure de Securite des Systemes d Information

Ermail Address:  signature@rmpsa,com

Signature

Signature is VALID, signed by

) Sigrature Propetties.., |
Infrastructure de Securite des g P

The "Signature Properties..." button provides the validation details.
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=% Certified by Infrastructure de Securite des Systemes d Infor mation:

Only farm fill-in, signing and page adding actions are ;| Walidate Signature

Or’ C||Ck on AdOE)e Signature walidity is unknown: Wiew Signed Yersion
‘I_’—ijtﬂ Docurnent has not been modified since itwas certif
) . .
Reader S tab ’ then Signer's identity is unknown because it has not beer Show Signaturs Broperties. . 3
I‘Ight-C|ICk on "Certlfled by Signature dateftime are frorm the clock on the signe Lol =
e and Valldate the El § Certified by Infrastructure de Securite des Systemes d Infor mation
H n
Slgnature . Only farm fill-in, signing and page adding actions are allowed

Walid certified Docurment:

Document has not been modified since it was certified

A W|nd0W SpeC|f|eS the Signed by the current user

validation status of the signature date/time are from the clock on the signer's computer.

signature and the status of

the "Certified by o icon iS fﬁ Document certification is walid, signed by Infrastructure de Securite des Systermes
d Information,

Changed - The Document has not been modified since itwas certified,

- The document is signed by the current user,

Leqal Maotice.., | Sighature Eroperties.., | Close |

2.2 Displaying the Certificates or Certificate chains installed in Adobe Reader

/A~ Adobe Reader

File Edit View | Docurnent  Tools  Window  Help

From Adobe Reader’s A Sign '
"Document” menu, select [ Security v
"Approved identity Serurity Settings. ..
Management Manage Trusted Identities. ..
Zhange Accessibility Reading COptions. .. Shif kel
Accessibility Duick Check: Shift+CEe+-Minus
From the following window
of the "Display” menu x
SeleCt llcertlflcatesll —>| Di;play: ICertificates j |
. pe Marme Issuer I Expires Add Contacts...
For every Certlflcate1 yOU PSA Peugeot Citroen Racine P5A Peugeot Citro.,  2025.12 |
may now: P38 Peugeot Citroen C4 P& Peugeot Citro.,  2025.12 Request Contact,.. |
. . P34 Peugeot Citroen C2 Partners PSA Peugeot Citro..  2025.1:
e Modify or verify the Psa, Peu:eot Citroen C2 Psa, Peugeot Citro,., 202512
approval Ievel [Fadobe Raot CA Adobe Root G4, 2023.0: T |
1t Trust..
e Remove a certificate |
Export.,,
Reminder — only the "PSA Delete |
Peugeot Citroén Root"
certificate must have the o |
" . . ey GEOLIpL.,
Use this certificate as
approved root" and | | R
. 4 »
"Certified Documents" Show Certicate. |
check boxes selected. e | Close |
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